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C:\> ipconfig /all
Windows IP Configuration
Host Name . ...........:jwright-x300
Primary Dns Suffix .......:
Node Type ............:Hybrid
IP Routing Enabled. . ......:No
WINS Proxy Enabled. .. .....:No
Wireless LAN adapter Wireless Network Connection:
Media State . .. ........: Mediadiscon nected
Connection-specific DNS Suffix . : ri.cox.net
Description . .. ........:Intel(R) Wir eless WiFi Link 4965AGN
Physical Address. . .......:00-21-5C-7E- 70-C3
DHCP Enabled. . .........:Yes
Autoconfiguration Enabled . . . .: Yes
Ethernet adapter Local Area Connection:
Media State . . ... ......: Mediadiscon nected
Connection-specific DNS Suffix . : ri.cox.net
Description...........:Intel(R) 825 66MM Gigabit Network
Connection
Physical Address. . .......:00-21-86-5C- 1B-0E
DHCP Enabled. ..........:Yes
Autoconfiguration Enabled . . . .: Yes
: $ ##" 1, !, 1$ ) +  $! "3
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C:\> netsh wlan show interfaces
There is 1 interface on the system:
Name : Wireless Network Connect ion
Description . Intel(R) Wireless WiFi L ink 4965AGN
GUID : 6de88171-7aa7-4ef9-bcef- 2aabdca42427
Physical Address : 00:21:5c:7e:70:c3
State : disconnected
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C:\> netsh wlan show interfaces

There is 1 interface on the system:

Name : Wireless Network Connect ion
Description . Intel(R) Wireless WiFi L ink 4965AGN
GUID : 6de88171-7aa7-4ef9-bcef- 2aabdcad2427
Physical Address  : 00:21:5c:7e:70:c3

State : connected

SSID : WPAPSK

BSSID : 00:11:92:6€:cf:00

Network Type . Infrastructure

Radio Type : 802.11¢g

Authentication : WPA-Personal

Cipher : TKIP

Connection Mode : Auto Connect

Channel 4

Receive Rate (Mbps) : 54
Transmit Rate (Mbps) : 54

Signal 1 99%
Profile : WPAPSK
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C:\> netsh wlan show drivers

Interface name: Wireless Network Connection
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Driver
Vendor
Provider
Date
Version
INF file
Files

Type

Radio types supported

. Intel(R) Wireless W
: Intel Corporation
. Intel
: 10/31/2007
:11.5.0.34
: C:\Windows\INF\oem2
: 3 total
C:\Windows\system32
C:\Windows\system32
C:\Windows\system32
: Native Wi-Fi Driver
: 802.11a 802.11b 802

FIPS 140-2 mode supported : No
Authentication and cipher supported in infrastr

Open Non

Open WEP
Open WEP
Open WEP
Shared WEP
Shared WEP
Shared WEP

WPA-Enterprise TKI
WPA-Enterprise CCM
WPA-Personal TKI
WPA-Personal CCM
WPA2-Enterprise TKI
WPA2-Enterprise CCM

WPA2-Personal
WPA2-Personal

TKI
CCM

Authentication and cipher supported in ad-hoc m

Open Non
Open WEP
Open WEP
Open WEP
Shared WEP
Shared WEP
Shared WEP
WPA2-Personal CCM
IHV Service Present :Yes

IHV Adapter OUI
IHV Extensibility DLL Path: C:\Windows\System32
IHV Ul extensibility CISID: {1bf6écb2d-2ae0-4879

IHV Diagnostics CLSID

: [00 80 86], type: [

: {00000000-0000-0000

iFi Link 4965AGN

2.inf

\DRIVERS\NETw4v32.sys
\NETw4c32.dll
\NETw4r32.dll

119

ucture mode:
e

-40bit
-104bit

-40bit
-104bit
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ode:

e
-40bit
-104bit

-40bit
-104bit

P

00]

\IWMSSvc.dll
-a7aa-a75834fbd0e3}
-0000-000000000000}
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C:\> netsh wlan show onlyusegpprofilesforallowednetworks
Wireless LAN settings
Only use GP profiles on GP configured networks: No.
' %#,) |, c!' &, 3! $ ! $ !, 91 ,3)
# $# + 10 # rr", 36! = =
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C:\> netsh wlan show settings
Wireless LAN settings
Show blocked networks in visible network list: No.
Only use GP profiles on GP configured networks: No.
Auto configuration logic is enabled on interfac e "Wireless Network
Connection".
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C:\> netsh wlan show profiles
Profiles on interface Wireless Network Connection:

Group Policy Profiles (read only)

<None>

User Profiles
All User Profile : bbhwlan
All User Profile : WPAPSK
All User Profile  : somethingclever
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C:\> netsh wlan export profile name="bbhwlan"

Interface profile "bbhwlan" is saved in file ".\Wir eless Network Connection-
bbhwlan.xml" successfully.
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C:\> type custom - profile.xml
<?xml version="1.0"?>
<WLANProfile
xmins="http://www.microsoft.com/networking/WLAN/pro file/v1">
<name>Free Public WiFi</name>
<SSIDConfig>
<SSID>
<hex>46726565205075626C6963 2057694669</hex>
<name>Free Public WiFi</nam e>

</SSID>
<nonBroadcast>false</nonBroadcast>
</SSIDConfig>
<connectionType>ESS</connectionType>
<connectionMode>auto</connectionMode>
<MSM>
<security>
<authEncryption>
<authentication>ope
<encryption>none</e
<useOneX>false</use
</authEncryption>
</security>

n</authentication>
ncryption>
OneXx>
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</MSM>
</WLANProfile>

C:\> netsh wlan add profile filename="custom-profile.xml "

Profile Free Public WiFi is added on interface Wire less Network
Connection.
Al'" [ A
? I ! #1# " ( l ) 313! % ,! |
! ( : + " I+,) N '$ L #
, "4& " ( *1I $5:& . $! .56 ) " , . $
% , ! , +, 3 B %, $#
L $! ( 3 # % " L+ 1$ I
N, # ! 1 $ L% 31! 3,3 "
+,3 ™ "6 I, 1% ;o F) ! !
+, I, L)+l "o " 1$ ! $
Lol
>3 3) +, I, +I" + ,6 # 3+, | C> '
+.,6 , :1"'e!3 |, #.1"35 , 1 % ## "6, , 3,
! 1 +3 "$1C> +, +" "M 113
I$

C:\> ipconfig | find "adapter"

Wireless LAN adapter Wireless Network Connection:

Ethernet adapter Local Area Connection:

Tunnel adapter Local Area Connection* 6:

Tunnel adapter Local Area Connection* 12:

Tunnel adapter Local Area Connection* 13:

Tunnel adapter Local Area Connection* 14:

C:\> nethelper bridge -c

Create Empty bridge 3Successfully Created Empty Bri dge

C:\> nethelper bridge -a "Local Area Connection"
Unable to Add -a to Bridge. Please check -a is exis ts or not

C:\> nethelper bridge -a "Wireless Network Connection"

Unable to Add -a to Bridge. Please check -a is exis ts or not
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uu |=| « Networ.. b v|¢,|

Search

By Organize ~ 5= Views -

Mame Status Device Name

Dial-up (1}
MNationalAccess -
_ BroadbandAccess

,;:‘ Disconnected
MNetwerk Bridge (3)

L-'. Local Area Connection
"= __ Enabled, Bridged

& Intel(R) 82566MM Gigabit N...

4

~*"Disable this network device

Connectivity

Metwork Cat...  »

Metwork Bridge
somethingclever
MAC Bridge Miniport

,']; Metwork Bridge Properties

MNetworking

Adapters:

Select the adapters you want to use to connect to computers
an your local network.

" Local Area Connection
% Wireless Networle Connection

This connection uses the following tems:

L Client for Microsoft Networks

481005 Packet Scheduler

.Qﬁle and Printer Sharing for Microsoft Netwarks
i Intemet Protocol Version 6 (TCP/IPvE)

i Intemet Protocol Version 4 (TCP/IPvd)

-'. Wireless Network Connection W] -2 Link-Layer Topology Discovery Mapper /0 Driver
.“."’Zﬂ E;ZTEC'E. ::IEC||;J-_'-E£:|\"-'iFi Link 4. ekt T°E°'°$ D“’C”":: Re:;’”der
[ Ingtall.... ] [ Uninstall ] [ Properties ]
[ ok ][ cancel |
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C:\> netsh wlan connect name="Free Public WiFi"
Connection request is received successfully.
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C:\> copycon "C:\ProgramData \ Microsoft \ Windows\ Start
Menu\Programs\Startup\wlan.cmd"
netsh wlan connect profile name="Free Public WiFi"
"Z

1 file(s) copied.
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C:\> netsh wlan show networks mode=bssid

Interface Name : Wireless Network Connection
There are 5 networks currently visible.

SSID 1: NETGEAR

Network type . Infrastructure
Authentication : Open
Encryption : None
BSSID 1 : 00:1e:2a:03:f0:76
Signal 1 23%
Radio Type : 802.119g
Channel 111

Basic Rates (Mbps) : 125.511
Other Rates (Mbps) : 6 9 12 18 24 36 48 54

SSID 2 : WPAPSK

Network type . Infrastructure
Authentication : WPA-Personal
Encryption : TKIP
BSSID 1 : 00:11:92:6e:cf:00
Signal 1 99%
Radio Type : 802.11¢g
Channel 4

Basic Rates (Mbps) : 125.511
Other Rates (Mbps) : 6 9 12 18 24 36 48 54

SSID 3 : somethingclever
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Network type > Infrastructure
Authentication : WPA-Personal
Encryption : TKIP
BSSID 1 : 00:14:bf:0f:03:32
Signal 1 90%
Radio Type :802.11¢g
Channel 01

Basic Rates (Mbps) : 125.511
Other Rates (Mbps) : 6 9 12 18 24 36 48 54

SSID 4 : miggsnet

Network type . Infrastructure
Authentication : Open
Encryption : WEP
BSSID 1 : 00:1a:70:ec:d9:e0
Signal 1 38%
Radio Type 1 802.119g
Channel 16
Basic Rates (Mbps) : 125569 11 12 18 24 36 48 54
SSID 5 : 07FX10055314
Network type . Infrastructure
Authentication : Open
Encryption : WEP
BSSID 1 : 00:12:0e:8d:a9:29
Signal 1 61%
Radio Type :802.119g
Channel 16

Basic Rates (Mbps) : 125.511
Other Rates (Mbps) : 6 9 12 18 24 36 48 54

: I o $ " $
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C:\> netsh interface set interface "Wireless Network Con nection"
disabled
C:\> netsh interface set interface "Wireless Network Con nection"
enabled
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C:\> netsh wlan show networks mode=bssid

Interface Name : Wireless Network Connection
There are 5 networks currently visible.
<omitted for space>
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C:\> regquery"  HKLM SOFTWAFR\ Microsoft \ Windows
NT\CurrentVersion\NetworkList\Nla\Wireless" /s

HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Nla\Wireless\1CE20476
29BAF35DEA86B02AC8D01823D1528A9F5ACED
(Default) REG_SZ 736F6D657468696E67636C65
736F6D657468696E67636C65766572 REG_BINARY

HKEY_LOCAL_ MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\NetworkList\Nla\Wireless\50371496
1FB7954521AB15C2F146D5B3A1CFD414F993C
(Default) REG_SZ 486F6E64612D4775657374
486F6E64612D4775657374 REG_BINARY 0000000

C5BB656EFOCBD9BCBEY

766572
01000000

63F7A8007E0A5408547

' % #, " $3 L =# , 1= "=@ "6C
%" "$,.3 /" ! ! 31 #
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C:\> reg delete "HKLM  \ SOFTWAFR\ Microsoft \ Windows
NT\CurrentVersion\NetworkList\Nla\Wireless" /f
The operation completed successfully.
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C:\> wisample help disc

Command: Discover(disc)

Description: Connect to a network without a saved p
service will discover the settings for connection.
Usage: Discover(disc) <interface GUID> <SSID>
<infrastructure(i)Jadhoc(a)> <secure(s)|unsecure(u)
Remarks: Use Enuminterface (ei) command to get the
interface.

C:\> wisample ei

There are 1 interfaces in the system.

Interface O:
GUID: 6de88171-7aa7-4ef9-bcef-2aabdcad2427
Intel(R) Wireless WiFi Link 4965AGN
State: "connected"

Command "ei" completed successfully.

C:\> wilsample disc 6de88171-7aa7-4ef9-bcef-2aabdcad2427
Command "disc" completed successfully.

C:\> netsh wlan show interfaces

There is 1 interface on the system:

Name : Wireless Network Connect
Description : Intel(R) Wireless WiFi L
GUID : 6de88171-7aa7-4ef9-bcef-
Physical Address : 00:21:5c:7e:70:c3
State : connected

SSID : NETGEAR

BSSID : 00:1e:2a:03:f0:76
Network Type . Infrastructure

Radio Type : 802.119g

Authentication : Open

Cipher : None

Connection Mode  : Discovery (unsecured)

rofile. The WLAN

>
GUID of an

NETGEAR iu

ion
ink 4965AGN
2aabdca42427
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Channel :11
Receive Rate (Mbps) : 54
Transmit Rate (Mbps) : 54

Signal - 60%
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C:\> sc query termservice

SERVICE_NAME: termservice
TYPE : 20 WIN32_SHARE_PROCES
STATE :1 STOPPED
WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT : Ox0

t %) $ !
$ ! I # .3 % +
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C:\> sc config termservice start= auto
[SC] ChangeServiceConfig SUCCESS

C:\> sc start termservice

SERVICE_NAME: termservice
TYPE : 20 WIN32_SHARE_PROCES
STATE : 2 START_PENDING
(NOT_STOPPABLE, NOT
IGNORES_SHUTDOWN)
WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)

CHECKPOINT : 0x0
WAIT_HINT : 0x7d0O
PID : 1528
FLAGS

C:\> sc query termservice

S

_PAUSABLE,
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SERVICE_NAME: termservice

TYPE : 20 WIN32_SHARE_PROCES S
STATE : 4 RUNNING
(STOPPABLE, NOT_PAU SABLE,

IGNORES_SHUTDOWN)
WIN32_EXIT_CODE :0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)

CHECKPOINT : 0x0
WAIT_HINT : 0x0
? ! " ! I %# I# 1 "o
" <&, +3;13 ! 13 bo## "

C:\> reg query "HKLM \ System \ CurrentControlSet \ Control \ Terminal Server"
/v iDenyTSConnections

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control \Terminal Server
fDenyTSConnections REG_DWORD 0x1

$ 3 , ) <& 1"t
1# 1 + )

C:\> reg add "HKLM \ System \ CurrentControlSet \ Control \ Terminal Server" /v
fDenyTSConnections /t reg_dword /d O /f
The operation completed successfully.

% ) ! 1o , ! ##+ | —<#

C:\> net user rdp mypassword /add
The command completed successfully.

C:\> net localgroup "Remote Desktop Users" rdp /add
The command completed successfully.

9 ,3)! % $! ., ,3 ) ! ! I5 #
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| C:\> netsh firewall set service type = remotedesktop mod e = enable
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scope = custom address = 10.10.10.10
Ok.

8, 8

C:\> netsh firewall show config verbose = enable
<omitted for space>

Service configuration for Standard profile:

Mode Customized Name

Enable No File and Printer Sharing
Scope: LocalSubnet

Enable No Network Discovery
Scope: LocalSubnet

Enable No Remote Desktop
Scope: 10.10.10.10/255.255.255.255

Disable No Remote Administration

Scope: LocalSubnet
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C:\> vist arfmon
vistarfmon: Enable and disable monitor mode on Vist a NDIS 6

interfaces.
Copyright (c) 2008 Joshua Wright <jwright@willhackf

Usage: vistarfmon.exe <interface number> <mon|sta>
Avalilable interface(s):
1. Intel(R) Wireless WiFi Link 4965AGN, Mode: ExS

connected

C:\> vistarfmon 1 mon
Operation mode set to Monitor.

C:\> vistarfmon.exe

vistarfmon: Enable and disable monitor mode on Vist
interfaces.

Copyright (c) 2008 Joshua Wright <jwright@willhackf
Usage: vistarfmon.exe <interface number> <mon|sta>

Available interface(s):

orsushi.com>

ta, State:

a NDIS 6

orsushi.com>

1. Intel(R) Wireless WiFi Link 4965AGN, Mode: Mon itor, State:

disconnected
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C:\> icacls %PUBLIC% \ Desktop /deny Users:w
processed file: C:\Users\Public\Desktop

Successfully processed 1 files; Failed processing 0 files
>$!  3) * n S, #, $! ., $
! [rx s $"#" 3 3%!
y ol $ , #3 #
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C:\> msiexec /quiet / i netmon.msi
: ! N E T # % ,3 n g 3"
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C:\> dir"C: \ ProgramData \ Microsoft \ Windows\ Start
Menu\Programs\Microsoft Network Monitor 3.2"

Volume in drive C is SW_Preload

Volume Serial Number is B672-DFFD

Directory of C:\ProgramData\Microsoft\Windows\Star t
Menu\Programs\Microsoft Net
work Monitor 3.2

11/19/2008 01:33 PM <DIR>
11/19/2008 01:33 PM <DIR>

11/19/2008 01:33 PM 943 EULA.Ink
11/19/2008 01:33 PM 955 Microsoft Ne twork Monitor
3.2.Ink

2 File(s) 1,898 bytes

2 Dir(s) 19,591,602,176 bytes free

C:\> del /s/q "C:\ProgramData\Microsoft\Windows\Start

"#H %




&

Menu\ Programs \ Microsoft Network Monitor 3.2"
Deleted file - C:\ProgramData\Microsoft\Windows\Sta
Menu\Programs\Microsoft Network Monitor 3.2\EULA.In
Deleted file - C:\ProgramData\Microsoft\Windows\Sta
Menu\Programs\Microsoft Network Monitor 3.2\Microso
3.2.Ink

C:\> rd "C:\ProgramData\Microsoft\Windows\Start Menu\Pro
Network Monitor 3.2"
C:\> rd "%USERPROFILE%\Netmon Captures"

rt
k
rt
ft Network Monitor

grams\Microsoft

%)l | # I $,

C:\> icacls "%PUBLIC% \ Desktop" /remove Users
processed file: C:\Users\Public\Desktop
Successfully processed 1 files; Failed processing 0

files

9, no) M8 & @ 1$3 * I
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C:\> nmcap

Netmon Command Line Capture (nmcap) 3.2.1303.0
NMCAP Version = 3.2.1303.0

Try using nmcap /Usage or nmcap /Examples for help.

o & !

> CH % 3L IS # 1#" 2
#"y # .3 + " 1. )+,

# !

C:\> vistarfmon 1 mon
Operation mode set to Monitor.

C:\> nmcap /Network "Wireless Network Connection" /Captu
wlan.cap

Netmon Command Line Capture (nmcap) 3.2.1303.0
Loading Parsers ...

Saving info to:
C:\\wlan.cap - using circular buffer of size 20.00

ATTENTION: Conversations Enabled: consumes more mem
details)

re WiFi /File

MB.

ory (see Help for

"#H %
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Exit by Ctrl+C

Capturing | Received: 365 Pending: O Saved: 365 D ropped: O | Time:
10 seconds.

Capturing | Received: 400 Pending: O Saved: 400 D ropped: O | Time:
11 seconds.

Capturing | Received: 438 Pending: 0 Saved: 438 D ropped: O | Time:
12 seconds.

<omitted for space>

Processing | Received: 759 Pending: 0 Saved: 759 D ropped: O | Time:
20 seconds.

Canceled by user pressing CTRL-C...

Backlog | Received: 759 Pending: O Saved: 759 D ropped: O | Time:
21 seconds.
Completed | Received: 759 Pending: 0 Saved: 759 D ropped: O | Time:
21 seconds.
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C:\> netsh interface set interface "Wireless Network Con nection"

disable

C:\> netsh interface set interface "Wireless Network Con

nection" enable
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C:\> nm2lp
nm2Ip: Convert NetMon 3.2 capture to libpcap format (version 1.0).
Copyright (c) 2008 Joshua Wright <jwright@willhackf orsushi.com>
Usage: nm2lp <Input NetMon Capture> <Output Libpcap Capture>

C:\> nm2lp wlan.cap wlan.dump
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